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Purpose

The purpose of this document is to provide BSA E-Filing users with instructions to
test batch file submissions. FinCEN requires testing with the BSA E-Filing User Test
system of new/revised submission procedures, processes, and software used to submit
batch files prior to submitting batch files to the production system. A batch BSA filing
is an electronic file generated by a software program (either developed in-house or
using a third party vendor’s solution). The file typically contains multiple BSA forms
(although it is possible for a batch to contain just one filing). Testing your batch file is
a two step process:

Step 1: Upload your file until it passes the validation tests performed by the BSA E-
Filing system. Validation rules include verifying record lengths, sequencing of the
records in the file, and summary totals in the file.

Step 2: The BSA E-Filing system will transfer and load the validated file into the test
database. A test acknowledgment file will be generated for each submission. A test
Transmitter Control Code (TCC) is required to submit your test file. A TCC of
TBSATEST must be used and inserted into the test batch file. Please work with your
software vendor or service provider to ensure the test TCC is placed in the proper
location within the file. The file specifications for each form type provide the exact
location where the TCC should be entered. Once the file has passed validation, a
production TCC for the BSA E-Filing system will be provided to the submitter via e-
mail.
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Submission Methods

There are currently three submission methods available to transmit your BSA Files to
FinCEN. The file format for each submission type is exactly the same and is based on
the requirements documented on the FinCEN web site under BSA E-Filing Electronic
Filing Specifications

(http://www fincen.gov/forms/bsa forms/).

1. BSA E-Filing Web Site Users

For this method of submission, filers connect and login to the BSA E-Filing system
web site and then securely upload their batch file from their local computer to the
web site.

2. Secure Direct Transfer Mode (SDTM) Filers

SDTM allows for a secure, system to system mechanism for transferring batch
submissions from your organization’s internal server to the BSA E-Filing server. The
batch submission process can be automated such that user intervention/involvement
is minimized. There is no interaction with the BSA E-Filing system web site for the
upload of the batch file but the BSA E-Filing system web site is used to track the status
of the submissions.

Testing Steps

The BSA E-Filing system has a User Test site used for uploading test files. For each
one of these submission methods, the following testing steps are required.

1. Apply for a user account on the BSA E-Filing User Test system.

In order to receive an account on the User Test system, please click on the
Become a BSA E-Filer button and follow the steps to enroll at the following
link:

http://sdtmut.fincen.treas.gov
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It is recommended the person who will be uploading the test file be listed in
the User Information section at the top of the application. FInCEN will vet
this application within two business days and an e-mail will be sent to the
approved user identified in the application with the user ID and specific
instructions on how to create and upload your test file.

2. Upload a test batch file on the BSA E-Filing User Test system.

The test data should consist of a set of sample returns, containing test data.
The test file should contain between 50 and 100 documents for CTR filings
and between 25 and 50 documents for SAR filings. The data in the file should
be test data and not contain any valid Social Security numbers or customer
data. The test batch file must contain the following test Transmitter Control
Code (TCC): TBSATEST. The electronic filing specifications provide the exact
location where this code should be placed in the test batch file. The exact
process and screen shots to upload your test file will be provided to you in
the e-mail you receive with your BSA E-Filing User Test system account. If
there are any formatting issues discovered during processing of your test
batch file, the BSA E-Filing User Test system will provide the error codes and
descriptions of the error to you in the Track Status portion of the web site.

Once your file has a status of Accepted in the Track Status portion of the
application, the BSA E-Filing User Test system has verified the format of your
test batch file. The test batch file will be transmitted to the BSA E-Filing User Test
system for final validation and loaded into the test database. A test
acknowledgement file will be generated and loaded back into the BSA E-Filing
User Test system for download for CTR, CTR-C, and DEP filings, as well as
FinCEN SAR, FinCEN CTR, and FinCEN DOEP filings. The final validation on
the submitted test batch file should be completed within 10 days. FinCEN will
notify the test filer of the status of their filings via e-mail within 10 business days
and provide the production TCC to be used for filing on the production system.

Once your file has passed validation and you have received the production BSA
E-Filing system TCC, you are ready to start batch filing on the production BSA E-
Filing system. If you have not already applied for a production BSA E-Filing
system account, please select the “Become a BSA E-Filer’ button using the
following link: http://bsaefiling.fincen.treas.gov, and the system will take you
through the enrollment process. FInCEN will get your application and provide
you with a production BSA E-Filing system user ID within five business days.
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Please check your URL address to ensure that you are not sending test data to the
production BSA E-Filing system. During testing, the URL address must start with
https://sdtmutl.fincen.treas.gov as that is the address for the User Test system.
During testing, the URL address must not start with
https://bsaefiling1.fincen.treas.gov as that is the address for the production
system.

Help Desk Support

If you have additional questions about the testing procedures or need more
information, please contact the BSA E-Filing Help Desk at 1-866-346-9478 (option 1) or
BSAFEFilingHelp@fincen.gov. The Help Desk regular hours of operation are 8:00 am -
6:00 pm East Coast Time, Monday - Friday. Please note that the Help Desk is closed on
Federal holidays.
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Batch Examples

The examples below provide a visual representation of the batch file layout for the
new FinCEN SAR, FinCEN CTR, and FinCEN DOEP reports. Please take note of the

record relationships for each file type, illustrated by the arrows in each example.

1. FinCEN SAR

FinCEN SAR: Basic Batch Layout-

Filing Institution Information

Financial Institution Where Activity Occurred (beginning of SAR-1)

Branch/Office Where Activity Occurred

Suspicious Activity Information

Y

Subject Information

Narrative Information

| 1

Suspicious Activity Summary (end of SAR-1)

Financial Institution Where Activity Occurred (beginning of SAR-2)
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LATRANSMITTERNAME

2ABFILERNAME

2800000000058 B
2C0000000003ABRANCHADDRESS
3A00001XA 0000000001500000501201205022012 AC
3B00001COMMODITYTYPE

JCO00001PRODUCTINSTRUMENTDESC

300000141548
3E00001122.122.122.122
JF00001CUSIPNUM
4A00001 SUBJECTLASTMAME
4B00001SUBIECTADDRESS
4C00001ASUBJIECTIDNUM
40000015UBJECTALTNAME
4E00001A1457898561 333
4F00001EMAILEEMAIL.COM
4G00001WEBSITEURL.COM
4HO00018745859651 BCEI

4100001 874589651 ACCOUNTNUMBER
SA00001MARRATIVE NARRATIVE MNARRATIVE MARRATIVE NARRATIVE
SA00001RATIVEL NARRATIVE MARRATIVE NARRATIVE MARRATIVE NA
SAD0001IVEL NARRATIVE MARRATIVE NARRATIVE MARRATIVE MARRA]
SAD00011 NARRATIVE NARRATIVE MARRATIVE MNARRATIVE MNARRATIVI
SADD0D01ARRATIVEL NARRATIVE NARRATIVE MNARRATIVE MNARRATIVE |
SADODDD1ATIVEL NARRATIVE MNARRATIVE MARRATIVE NARRATIVE MNAR
SAD0001VEL NARRATIVE MNARRATIVE NARRATIVE MNARRATIVE MNARRA
940000001000000100000070000001

2800000000058 B
2C0000000003ABRANCHADDRESS

3A00002 A 0000000001500000501201205022012

HI US

8050
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FinCEN SAR: 2B/2C Record Relationship-

Example 1
Only the first financial Institution is associated with branch offices:

Financial Institution (1) Where Activity Occurred

2800000000058 B

Branch/Office (1.1) Where Activity Occurred

Branch/Office (1.2) Where Activity Occurred

| Financial Institution (2) Where Activity Occurred

2C0000000003ABRANCHADDRESS

2C0000000006ABRANCHADDRESS

2800000000058 B

3A00004XA 0000000001500000501201205022012 AC
3B00004COMMODITYTYPE

3C00004PRODUCTINSTRUMENTDESC

Example 2
Only the second financial institution is associated with branch offices:

Financial Institution (1) Where Activity Occurred

2800000000058 B

Financial Institution (2) Where Activity Occurred

2800000000098 B

Branch/Office (2.1) Where Activity Occurred

200000000003 ABRANCHADDRESS

Branch/Office (2.2) Where Activity Occurred

2C0000000007 ABRANCHADDRESS

SA00003 A 0000000001500000501201205022012 AC

3B00003COMMODITYTYPE
3C00003PRODUCTINSTRUMENTDESC

Example 3
The first financial institution is associated with two branch offices while the second

financial institution is associated with one branch office:

2ABFILERNAMEZ

Financial Institution (1) Where Activity Occurred

2B00000000108 B

Branch/Office (1.1) Where Activity Occurred

2C0000000003ABRANCHADDRESS

Branch/Office (1.2) Where Activity Occurred

2C0000000009ABRANCHADDRESS

Financial Institution (2) Where Activity Occurred

Branch/Office (2.1) Where Activity Occurred
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2800000000148 B
2C0000000017ABRANCHADDRESS

3A00005 A 0000000001500000501201205022012 AC
3B0000SCOMMODITYTYPE

3C00005PRODUCTINSTRUMENTDESC
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FinCEN SAR: Multiples Subjects / Multiple Addresses-

2800000000058 B
2C0000000003ABRANCHADDRESS B
3A00002 A 0000000001500000501201205023012 AC
3B00002COMMODITYTYPE

3C00002PRODUCTINSTRUMENTDESC

300000241548

3E00002122.122.122.122

3F00002CUSIPNUM
Subject (1) Information 4A00002 SUBJECTLASTNAME

48000025UBJECTADDRESS SUBJECTC
4C00002ASUBJIECTIDNUM HI Us
4D000025UBJECTALTNAME
4E00002A1457898561 333
4F00002ZEMAILEEMAIL.COM
4G00002ZWEBSITEURL.COM
4HO0002874589651 BCEI 805012012
4100002 874589651 ACCOUNTNUMBER

Subject (2) Information 4A00002 SUBJECTLASTMAME
Subject (2); Address (1) 4B000025UBIECTADDRESS SUBIECTC
Subject (2); Address (2) 4B000025UBIECTADDRESS SUBIECTC
4C00002ASUBIECTIDNUM HI Us
4D000025UBJIECTALTNAME
4D000025UBJECTALTNAME
4E00002A1457898561 333
4F00002EMAIL@EMAIL.COM
4GO0002WEBSITEURL.COM
4HOO002E74589651 BCEI B05012012
4100002 874589651 ACCOUNTNUMBER
SAQ0002ZMARRATIVE NARRATIVE NARRATIVE NARRATIVE

MNARRATIVE MNARRATIVE
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2.FinCEN CTR

FinCEN CTR: Batch Layout Example-

Primary Financial Institution Information

.

Financial Institution 3 Where Transaction(s) Takes Place

Financial Institution 23 Where Transaction(s) Takes Place

Transaction (4) Summary (at locations FI3/FIZ3}§

Subject (1) Information

Subject (2) Information

Subject (2); Account Cash-in

LA
Subject (2); Account Cash-ou
Transaction (5) Summary (at locations FI-3/FI-23)

Summary of Group FI-3/FI-23 CTRs (Transactions 4 & 5)

Financial Institution 3 Where Transaction(s) Takes Place

Transaction (6) Summary (at locations FI-3 only)

| Summary of FI-3 CTRs (Transaction 6)

| Summary of PF Institution Information

Version 1.3 — May 2012

>
y

2ADCASINOLLEGALNAMEL

2800000000030 CASINO1LEGALNAMEL
2800000000230 CASINOZLEGALNAMEL
3A00004C 05012012 000000000025000000000000010000
3B00004000000000015000UK
3C00004000000000030000MX
3C00004000000000020000CA

4AD0004B PERSONLASTNAMEL

4AD0004C PERSONLASTNAMEZ
4B00004PERSOMNACCOUNTCASHIN
4C0D0004PERSONACCOUNTCASHOUT
3A000054 05012012 000000000025000000000000010000
3800005000000000015000UK
3C00005000000000030000MX
3C00005000000000020000CA

4A000058 PERSONLASTNAMEL

4AD0005C PERSONLASTNAMEZ
4B0000SPERSONACCOUNTCASHIN
4CO0005PERSONACCOUNTCASHOUT
SAD000002000000400000020000002
2800000000030 CASINO1ILEGALNAMEL
3AD0006A 05012012 000000000025000000000000010000
3B00006000000000015000UK
3C00006000000000030000MX
3C00006000000000020000CA

4ADO0D06B PERSONLASTNAMEL

4A00006C PERSOMLASTNAMEZ
4B800006PERSONACCOUNTCASHIN
4C00006PERSONACCOUNTCASHOUT
2A0000001000000200000010000001
9E800000030000003000000600000030000003
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3. FinCEN DOEP
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FinCEN DOEP: Batch Layout Example-

| Filer (1) Information

Exempt Person (1) Information
Exempt Person (2) Information
Affiliated Bank (1) Information

Exempt Person (3) Information

Summary of Filer (1) DoEPs (1, 2, & 3)

Filer (2) Information

Affiliated Bank (1) Information

Affiliated Bank (2) Information

Exempt Person (4) Information

Summary of Filer (2) DoEP (4)
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1ATRANSMITTERMNAME
2AFILERNAME
3A00001A05012012EXEMPTPERSONLASTNAME
3A00002A05012012EXEMPTPERSONLASTNAME
2BAFFILIATEDBANKMAME
3A00003A05012012EXEMPTPERSONLASTNAME
9800000010000003

2AFILERNAME

2BAFFILIATEDBANKMAME
2BAFFILIATEDBANKMNAME
3A00004B05022012EXEMPTPERSONLASTNAME
9800000020000001
92000000200000030000004

TRANSMITTERADDR
6BT7BT79ET74 6546

848945613

GETET9ET4 6546
848945613
879876131
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Sample Field Layout of FinCEN SAR

WARNING: PRINTED VERSIONS OF THE BSA E-FILING FORMS ARE NOT FOR SUBMISSION AND WILL NOT BE PROCESSED

by FinCEN.
Suspicious Activity Report WVersion Number: 1.0
Filing name |
Initial report Correct/Amend prior report
=1 Type of filing :I P D P H
(Chek all that apply) | Continuing activity repart [] Joint repert

Prior report Document Control |
Number/BSA Identifier |

Attachment

Under penalties of perjury, | declare that | have examined this transmittal, including accompanying
documents, and to the best of my knowledge and belief it is correct and complete. In the case of
documents without recipient's identifying numbers, | have complied with the requirements of the law in
attempting to secure such numbers from the receipts. | declars that this filing represents all Documents
filed during this reporting period except for those transactions reported on paper.

Page 1of 7
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WARNING: PRINTED VERSIONS OF THE BSA E-FILING FORMS ARE NOT FOR SUBMISSION AND WILL NOT BE PROCESSED
by FinCEN.

Part IV Filing Institution Contact Information

*82 Type of financial institution | | | I

*TE Primary federsl regulstor | |

*72 Filer name (Holding company, lead financizl |

institution, or agency, if applicable)

[ 2RO Securties

O Subsidiary of financial’bank
holding company

[ Cther |

EDTIN | “31 TIM type

23 Type of Secunties and Futures |:| Clearing broker-securities
institution or individual filing
this report - check box(es) for O
f'J”CI:LU'TE that apply to this [ Futures Commission Merchant [] Invesiment company
repo
® [[] Retail foreign exchangs desler

[ SRC Futures

O Introducing broker-securities

CPOICTA [] Invesiment Adwisar

[ Helding company
O Introducing broker-
commodities

84 Financial institution identification Type | |

Mumbar |

*“85 Address | |

*35 City [ |

*3% ZIP/Postal Code [:I

80 Alternate name, e.g., A¥A - individugl or trade name, | |
DBA - enfity

*aT State | *30 Gouniry |

21 Internal contralfile number I |

02 LE contact agency | |

23 LE contact nams [ |

N —
—

24 LE contact phone number {Include Area Code) I l

05 LE contact date | |

*06 Filing insfitution contsct office | |

&7 Filimg instifution contact phone number (Include Area Code) I | Ext

I

&& Date filed {Date filed will be auto-pogulsted when the form is signed.)
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WARNING: PRINTED VERSIONS OF THE B5A E-FILING FORMS ARE NOT FOR SUBMISSION AND WILL NOT BE PROCESSED

Part lll Information about Financial Institution Where Activity Occurred

by FinCEN.

1 of 1

“47 Tyoe of fingncial institution |

“42 Primary fedarsl regulstor |

48 Type of gaming institution
[ state hcensad casing
50 Type of Securities and Fuiuras
insfitufion or individual where

that apply to this report O] Holding company

[ Tribal suthorized casino

[l Clearing brokar-szcuritiss

activity ooourred - check box{es) ] Futures Commission Merchant [ Investment Adviser

[cedeub [ Other (speciy) | |

[ Intraducing broker-securtties [ Subsidiary of financialibank
holding company

[ Other | |

[ Investment company

O g‘;‘:;:ﬂﬂi:mher' ] Retsil forsign axchange dealar
£1 Financial institution identification Type |
Mumber | |

52 Financial insttution's role in fransaction ] =elling location  [] Paying location [] Beoth
*£3 Legsl name of financial institution ] Unknomam | |
54 Alternate Mame, eg.. AHA - individual or frade name, DBA - enfity

| |
~55 TIN [Clunknown | 58 TIN type :l
“57 Address [ Unknown | |
55 City [ Unknown | |
50 State | |
80 ZIP/Postal Gode [JUnknown | ]
*&1 Country [ Unknawn | ]

82 Internal contralfile number |

52 Loss to financial institution $

00

Branch where activity occurred information
Eranch Information

24 Branch's role in frensaction [ Selling location

[ Paying location

If no branch activity invoived, check this bax [

[ Both

85 Address of branch or office where activity occured |

&7 City |

| esrssp Number[ |

o ZPPesisiCade | | wmcoumy | |
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WARNING: PRINTED VERSIONS OF THE BSA E-FILING FORMS ARE NOT FOR SUBMISSION AND WILL NOT BE PROCESSED

Part | Subject Information 1 of 1

by FinCEN.

2 Chech: [ ifentity, [ ifall critical® subjeet information iz unavailzble {Does not include item 24)

*3 Individual's last namea
or entity's legsl namea [ Unknown |

"4 First name [[] Unknown |

& Middiz nameiniisl [

Suffix |

S —

*1& Date of birth

T E—

G Alternate name, e.g., AHA - individus! or trade name. DBA - entity

T Cecupation or type of business

|
|
7a NAIGS Cods [
|

=12 TN [] Unknown

| 14 TNpe | |

18 Phone nurmnber |

| = | | 17 Type |

18 E-mail address

|
102 Website (URL) sddress |

20 Corroborative statement to filer? I:l

25 Subject's role in suspicious activity I |

Subject Address Information
3 Address [ Unknown |
0 City [ Unkmnown |

s ] —

*11 ZIP/Postal Code [ Unknown :l

“12 Courtry O Unknown |

*15 Form of identification for subject Unknown []
Typ= |
Mumber |

) e—

21 Relationship of the subject to an institution listed in Part Il or IV {check all that apply)

8 Insttution TIM |

b [] Aecountant

d [7] Appraiser

e [] Aftorney

o [ Agent f [] Barrower
g [] Customer

h [] Direcior k [] Officar
i D Employee | |:| Owner ar Controlling Sharsholder
i [ Morelstionship to institubon z  [] Other | I

Z2 Status of relationship |

| 23 Action date :l

*24 Finanaial institution TIN and account number(s) affected that are related to subject Mo known secounts invalved ]

Insttution TN |

| ] Mon-US Financisl Institution

aecount nurnber |

| Closed? Yes []
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WARNING: PRINTED VERSION S OF THE BSA E-FILING FORMS ARE NOT FOR SUBMISSION AND WILL NOT BE PROCESSED

by FinCEN.
Part Il Suspicious Activity Information

*2G Amaount involved in this report [[] Amount Unknewn  [[] Mo amount invelved 5 oo
*27 Date or date range of suspicious activity for this report From To
28 Cumulafive amount (only applicable when "Continuing activity report” is chacked in [tem 1) 5 Kils)
When completing item 25 through 38, check all that apply
2B Structuring

a [] Alters transaction to avaoid BEA recordkzening requirement e [] Multiple fransactions below CTR threshald

b [ Alters transaction to sveid CTR requirement O Suspicious inquiry by customer regarding BSA reporting or

s 0 Customer cancels fransaciion to avoid BSA reporting and f recordkeeping requirements

recordkesping requirements 0 o | |
er

d [ Multipie transactions below BS54 recardseeping threshald
30 Temorist Financing

a [] Knownorsuspected terroristterorist organization z [ Other | ]

21 Fraud (Type)

a [ acH d [J Consumer loan a [ Masil i[O wire

b [] Businessloan e [] CreditDebitcard h [] Mass-marketng =z [] {}herl |
e [ Check § [] Heslthcare i [ Pyramid schems

32 Casinos

2 [ Inquiry sbout end of business day
b [ Minimal gaming with large transactions

¢ [ Suspisious intra-casino funds transfers

d [] Suspisious use of counter chesks or markers
z [] Cther |

33 Maney Laundering
a [] Exchange small bills for large bills or vice versa
b [ Suspision concerning the physical condition of funds
¢ [ Suspision conceming the source of funds
O .SI-.ISpi[:iEILIS designation of baneficiarias, assignees or
Joint owners
e [] Suspisious EFTiwire transfars

f [l Suspisious exchange of currencies

d

a [ Suspicious receipt of government paymenis/benefits
[0 Suspicious use of multiple accounts
i [0 Suspicious use of noncash monetary instruments
i [[] Suspicious use of third-party fransactors (straw-man)
k [ Trade Based Money Leundering/Black Market Peso Exchange
| [ Transaction out of pattern for customer|(s)
z D Cthar |

24 |dentfication/Documentation
a [] Changes speling or arangement of namsa

b [[] Multiptz individuals with same or similar identtiss

d [] Refused or avoided request for documeniation

e [] Single individusl with multiple identifies

o [] Provided questionable or false documentstion z [] Otner |
35 Ciher Suspicious Activifies
a [] Account tskeover k [] Suspected publiciprivate cormuption (domestic)
b [ Bribery or gratuity I [ Suspected public/private carmuption (foreign)
¢ [ Counterfeit instruments m [] Suspicious wse of informal value transfer system
d [] Elderfinancial explaitstion n [] Suspisious us= of multiple transaction locations
e [ ] Embezzlementitheftidisappesrance of funds o [ Transaction with no apparent economic, business, or
- L l=wful purpose
§ [ Forgeries
) e [] Two or more individuals working together
g [ Identity theft ) o
O Little or no concem for product performance penslfies, fees, 9 [ Unsuthorzed electronic infrusion

or tax consequences r [ Unlicensed or unregistered MSE

i [] Misuse of “ree look™cooling-ofifright of rescission z [ Otner |
i [ Mizuse of position or salf-desling
Page5of 7
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38 Insurance

a [ Excessive insurance

¢ [0 Proczeds sent to or recsived from unrelated third party

WARNING: PRINTED VERSIONS OF THE BSA E-FILING FORMS ARE NOT FOR SUBMISSION AND WILL NOT BE PROCESSED

by FinCEN.

e [] Suspigious termination of policy or coniract
b [ Excessive or unusal cash borrowing against policy/annuity f
z [0 Other |
d [ Suspisious lifz satbement sales insurance (2.0, STOLIs, Wisticals)

O

Umeclear or no insurable interest

37 Securities/Futures/Opiions

& [ Loan Medification fraud

a [ Insider trading d [0 Unauthorized pocling
b [ Market manipulation/wash trading z [] Other |
¢ [0 Missppropristion
38 Mortgage Fraud
a [] Aporsisal fraud d [] Reverze morigage fraud
b [] Foredosure fraud z [] Other |

a [] BondsiNotes

b [0 Commercial mortgage
[0 Commersisl paper
[ Credit card

e [ Debitcard

-]

f [ Forextransactions

8
h
i
i
k
|

Hedge fund

Home equity lean

Mutual fund

oooood

Home equity line of credit

Insurance/Annuity products

Futures/Options on fuiures m

n

o
p
q

r

38 Were any of the following product type(s) involved in the suspicious acfivity? (Check sl that apply)

O

ooooo

Opfions on securifies _ Swap, hybrid, ar
Penny stocks/Microcap securities gther genvatives

Srepsid access z [] Otrer (List below)

escens mongage I

Security futures products
Stocks

a [] BankiCashier's check
b [ Foreign currency

¢ [ Fundsfransfer

d
e

f

[ Gaming instruments
] Gowvernmeant payment

1 sdoney orders

40 Were any of the following instrument type{s)payment mechanismis]) involved in the suspicious sctivity? (Check all that apply)
g [ PersonzliBusiness chesk z [ Other (List below)

R I
i O

U.S. Currency

41 Commodity type {If applicable)

£3 Market where traded )

44 |F gddress (If availsble)

45 CUSIP® number

42 Product/instrument description {If needed)

L1

L ]
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